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S6: 21 /KH-UBND Ea Kar, ngay 19 thang 01 ndm 2026
KE HOACH

Ung phé su ¢, bio dam an toan, an ninh théng tin mang
trong hoat dong cia UBND x4 Ea Kar nam 2026

I. CAN CU XAY DUNG KE HOACH

Can ctr Luat An toan thong tin mang ngay 19 thang 11 nam 2015;

Céan cir Nghi dinh s6 85/2016/Nb-CP ngay 01/7/2016 cua Chinh phu quy
dinh vé bao dam an toan h¢ thong thong tin theo cap do;

~ Can ctr Chi thi 18/CT-TTg ngay 13/10/2022 cua Thu tuéng Chinh phu vé
day manh trién khai cic hoat dong Ung ctru sy cd an toan thong tin mang Viét
Nam;

Cén ctr Chi thi 23/CT-TTg ngay 26/12/2022 cua Thu tuéng Chinh phu vé
tang cuong cong tac dam bdo an toan thong tin mang, an ninh thong tin cho thiét bi
camera giam sat;

Can cir Quyet dinh s6 05/2017/QDTTg ngdy 16/3/2017 cua Thu tuéng
Chinh pha ban hanh Quy dinh vé€ h¢ thong phuong an tmg ctru khan cap bao dam
an toan thong tin mang quoc gia;

Cén ctr Quyet dinh s6 1017/QD-TTg ngay 14/8/2018 cia Thu tuéng Chinh
phu phé duyét D€ an giam sat an toan thong tin mang doi v6i h¢ thong dich vu
cong nghé thong tin phuc vu chinh phu dién tir dén nam 2020 va dinh hudng dén
nam 2025;

Can cu Thong tu 5O 12/2022/TT-BTTTT ngay 12/8/2022 cua B Thong tin
va Truyén thong quy dinh chi tiét va hudéng dan mdt s6 dieu cua Nghi dinh s6
85/2016/ND-CP ngay 01/7/2016;

Pé ting cuong cong tac bao dam an ninh mang, an toan thong tin mang theo
quy dinh. UBND x& Ea Kar ban hanh Ké& hoach tng pho su co, bao dam an toan,
an ninh thong tin mang trong hoat dong co quan nam 2026, nhu sau:

II. MUC PiCH, YEU CAU

1. Muc dich

- Pam bao an toan thong tin mang cho hé thdng théng tin cua co quan; dam
bao kha nang thich ng mot cach chu dong, linh hoat va giam thiéu cac nguy co,
de doa mat an toan thong tin trén mang; d€ ra cac giai phap tmg pho kip thoi khi
gap su cO mat an toan thong tin mang.

- Nang cao nang lyc giam sat an toan thong tin mang nhim ting cuong kha
nang phat hién sém, canh bao kip thoi, chinh xac vé cac sy Kién, rui ro, dau hiéu,
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hanh vi, mirc d6 xam hai, nguy co, diém yéu, 16 hong giy mat an toan thdng tin
mang doi voi hé thong thong tin cua UBND xa.

- Nang cao nhan thirc vé an toan thdng tin trén hé thong mang cho ddi ngii
can bg, cong chirc va ngudi lao dong trong cac co quan, don vi.

- Pam bao cac ngudn luc va cac diéu kién can thiét dé sin sang trién khai
kip thoi, hiéu qua phuong an ting pho khi ¢6 su ¢6 an toan thong tin mang

2. Yéu cau

- Khao sat, danh gia cac nguy co, su c¢b an toan thong tin mang cta toan hé
théng dé dua ra phuong an ddi pho, img ctru sy ¢d tuwong ung, kip thoi, phu hop;
d6ng thoi phai dit ra dugc cac tiéu chi dé ¢ thé nhanh chéng xac dinh dugc tinh
chat, mic do nghiém trong cua Su c¢d khi sy ¢d xay ra.

- Xac dinh cu thé cac ngudn luc dam bao, giai phap t6 chtrc thuc hién va
kinh phi d¢ trién khai cac noi1 dung ciia K& hoach, dam bao kha thi, hi¢u qua.

- Thudng xuyén trao doi thong tin, chia sé kinh nghiém trong cong tac dam
bdo an toan thong tin gitta cdc co quan, don vi; su ho trg ctiia cadc don vi lién quan
cap trén.

ITI. NOI DUNG TRIEN KHAI
1. Trién khai cdc nhiém vu khi chwa c6 sw c¢6 xay ra

T chirc tuyén truyén, pho bién, huéng din cic ndi dung cta Ludt An toan
thdng tin mang; Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 caa Chinh phu;
Quyét dinh s6 05/2017/QbTTg ngay 16/3/2017 cua Thu tuéng Chinh phu; Quyet
dinh s6 1017/QD-TTg ngay 14/8/2018 cua Thu tudéng Chinh phu; Thong tu o
12/2022/TT-BTTTT ngay 12/8/2022 cua B Thong tin va Truyén thong; Chi thi
18/CT-TTg ngay 13/10/2022 cua Thua tuéng Chinh phu Chi thi 23/CT-TTg ngay
26/12/2022 cua Thu tuéng Chinh pht; cac van ban cd lién quan khac vé an toan
thong tin mang.

Cir cong chirc, vién chitc tham gia cac 16p tap huan vé tng pho su cb, dam
bdo an toan thong tin mang khi cac s&, nganh t6 chirc.

Thuong xuyén theo doi, giam sat cac hé thong thong tin ndi bd clia co quan,
kip thoi phat hién sy cd mat an toan va cap nhat cac ban va 16i cho hé thong.

, T6 chuc khao sat, k}em tra hé thong, giam sat dinh ky va c6 phuong an nang
cap, sua chira h¢ thong nham dam bao h¢ thong hoat dong 6n dinh, hi¢u qua.

Danh gia hién trang va kha nang bao dam an toan thong tin mang cua cac he
thong thong tin va cac ddi tuong can bao vé; danh gid, du bao cac nguy co, su cb
tan cong mang c6 thé xay ra véi cac hé théng thong tin va cac d01 tugng can bao
v¢; danh gla du bao cac hiu qua, thiét hai, tic dong co thé c6 néu xay ra su cb;
danh gia vé hién trang phuong tién, trang thlet bi, cong cu hd tro, nhan lyc, vat luc
phuc vu dbi pho, tng ctru, khac phuc su cb.

Xay du:ng tinh huong, kich ban sy ¢ cu thé va dua ra phuong an d6i pho,
g ctru sy ¢b tuong tmg doi voi mdi hé thong thong tin, chuong trinh, tmg dung.
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Thoi gian thuc hién: Thuong xuyén trong nam, cac co quan, don vi.
2. Trién khai cac nhiém vu khi cé su co xdy ra:

Thuong xuyén theo doi, tlep nhan, phan tich canh bao, dau hiéu su cd, xac
minh su ¢ xay ra va thong bao dén cac co quan lién quan.

Tong két, danh gia khi c6 du hiéu su c¢b hodc su cd xay ra:

- Tlen hanh tong hop toan b cac thong tin, bao cao, phan tich co lién quan
dén su cb, cong tac trién khai phuong an Gmg ctru sy ¢b va bao cao véi co quan lién
quan dé tim nguyén nhan.

- T6 chuc danh gi4 lai, phan tich nguyén nhan, rat kinh nghiém trong hoat
dong xur 1y su cO va dé xuat cac bién phap bo sung nham phong ngtra, tng ctru doi
V01 céac su co tuong tu trong tuong lai.

IV. KINH PHI THU'C HIEN

Kinh phi thuc hién Ké hoach nay duoc st dung tir ngudn ngan sach nha
nudc, bo tri cho thyc hién nhiém vu chuyén d6i so, theo Thong tur s6 121/2018/TT-
BTC ngay 12/ 12/2018 ctiia Bo truong Bo Tai chinh quy dinh vé lap du toan, quan
ly, sir dung va quyét toan kinh phi thuc hién cong tac Gmg ciru sy ¢6, dam bao an
toan théng tin.

V.TO CHUC THUC HIEN
1. Cbng an xa:

Chu tri, huéng dan cac phong chuyén mon, cac trung tam, cac co quan don
vi truc thudc xa thuc hién dam an toan, an ninh thong tin mang. Kip thoi phat hién,
dé xuat xtr Iy cac trudng hop cung cip thong tin sai léch, khong dung su that trén
khong gian mang.

2. Phong Van hoa - X& héi:

- Chu tri, phéi hop cac co quan, don vi lién quan t6 chirc thuc hién cac
nhiém vu cua Ké hoach nay dam an ninh mang, an toan thong tin mang theo quy
dinh. Thuong truc tiép nhan, phéi hop xur 1y va bdo céo su cd ngay sau khi tiép
nhan su co v€ an toan thong tin mang.

- Thudng xuyén theo ddi, don dbc cac co quan, don vi thuc hién cac nhiém
vu cua Ké hoach, kip thoi bao cao UBND X& va co quan cap trén xu ly, thao go
kho khan trong qua trinh trién khai.

- Chu dong ph01 hop S& Khoa hoc va Coéng nghé, cap nhat thong tin tuyén
truyén moi, dé trién khai pho bién dén can bo, cong chirc, vién chirc va ngudi lao
dong vé an ninh, an toan thong tin mang.

- Phéi hop cac phong chuyén mon dé xuat nhu cau, kinh phi dé duy tri thyc
hién Hé théng Giam sat an toan thong tin tai tru s6 UBND xa dam bao hé théng
hoat dong thong sudt, canh bao kip thoi cc sy ¢b vé thong tin mang; phong chong
ma doc va diét vi rat theo quy dinh.

3. Phong Kinh té:
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Chu tri, tham muu UBND x4 bd tri kinh phi dam bao cho hoat dong bao
dam an ninh mang, an toan thong tin mang trén dia ban xa. Hudng dan cac thi tyc
lién quan dén hoat dong mua sdm, trang bi cac thiét bi, dung cu can thiét va thanh
quyét toan theo quy dinh.

4. Van phong HPND&UBND, Trung tdm Phuc vu hanh chinh cong;
Trung tdm Cung wng Dich vu sw nghi€p cong

Trién khai thuc hién K& hoach nay, dam bao thuc hién nhiém vu an toan
thong tin mang trong pham vi, nhi€ém vu cua co quan, don vi. Ra soat, dé xuit nhu
cau, kinh phi dé thuc hién dam bao an toan thong tin mang; phong chong mi doc,
ndi dung dé xuat giri vé UBND x4 dé xem xét bd tri theo quy dinh.

Trén day 1a K& hoach ung pho su cb, bao dam an toan, an ninh thong tin
mang trong hoat dong ciia UBND xa Ea Kar. Trong qua trinh trién khai thuc hién,
néu c6 vudng mic, bt cap, cac bo phan kip thoi bao cdo Lanh dao UBND xa dé
kip thoi xem xét, diéu chinh, b6 sung cho phu hop./.

Noi nhin: KT CHU TICH
- Chu tich, cdc Ph6 CT UBND xa;
- Cac phong chuyén mon x&;

- Trung tdm Cung ung DVSNC X&;
- Trung tdm PVHCC x§;

- Luu: VT.

guyén Thanh Duong
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